AMERICAN INSTITUTE OF DERMATOLOGY, P.A.
Notice of Patient Privacy Practices

This notice describes how information about you may be used and disclosed and how you can get access to this information. Please review it
carefully. This Notice is effective March 1, 2013 and applies to all protected health information as defined by federal and state regulations.

Understanding your health record/information:
What is in your healthcare record and how your
health information is used helps you to: ensure its
accuracy, better understand who, what, when,
where, and why others may access your health
information, and for you to make better informed
decisions when authorizing disclosure to others.

Each time you visit our office a record of your visit
is made. This record contains your symptoms,
examination and test results, diagnoses, treatment,
and a plan for future care or treatment. This
information, referred to as your health or medical
record may be used by our practice as follows:

* A basis for planning your care and treatment

e A means of communication among health
professionals who contribute to your care. We
may need to transmit PHI over an unsecured
medium, such as the internet, or text message
when deemed necessary by the healthcare
provider.

A legal document describing the care we
provided to you

* A record that you or a third-party payer can
verify services billed were actually provided

* A tool in educating heath professionals

* A source of data for medical research

* A source of information for public health
officials charged with improving the health of
this county, state and the nation

* A tool which we can assess and continually
work to improve the care we render and the
outcomes we achieve

e  To provide you with information on additional
treatment alternatives and other health related
benefits

e  We may use your information for appointment
reminders as defined by the “Consent” page

Your Health Information Rights:

Although your health record is the physical

property of this practice, the information belongs to

you. You have the right to:

*+ Obtain a copy of this “Notice of Patient
Information Privacy Practices”

e Inspect and/or receive a copy your health
record electronically as provided for in 45
CFR 164.512 and 45 CFR 164.524 (HIPAA)

*  Amend your health record as provided in 45
CFR 164.524 (HIPAA)

*  Obtain an accounting of disclosures of your
health information

* Request communications of your
information by alternative means
alternative locations

* Request a restriction on certain uses and
disclosures of your information to health
plans, if you fully paid for these services out
of pocket

*  Revoke your authorization to use or disclose
health information except to the extent that
action has already been taken

e  You have a right to opt out of communications
for fund raising activities of this practice
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Our Responsibilities, we are required to:

* Maintain the privacy of your health
information as defined by federal/state laws

*  Provide you with this notice as to our legal
duties and privacy practices with respect to
information we collect and maintain about you

* Notify you of a breach of your protected
healthcare information

*  Notify you if we are unable to agree to a
requested restriction

We reserve the right to change our privacy
practices and to make the new provisions effective
for all protected health information we maintain.
Should our information practices change, we will
post the changes in our reception area. At your
request, we will provide you a revised “Notice of
Patient Privacy Practices”.

To Report a Problem

If you have questions, would like additional
information or wish to report a problem, please
contact the practice’s Privacy Officer at (863) 386-
0786. If you believe your privacy rights have been
violated, you can file a complaint with the
practice’s Privacy Officer, or with the, U.S.
Department of Health and Human Services. There
will be no retaliation for filing a complaint.

Treatment, Payment and Health Operations:

Treatment: Information obtained by a member of
our healthcare team will be recorded in your record
and will be used to determine the course of

treatment we believe is best for you. We may also

share with others involved with your treatment
healthcare information to assist them in treating you.

Payment: A bill may be sent to you or a third-party
payer. The information on or accompanying the bill
may include information that identifies you, as well
as your diagnosis, procedures, and supplies used.

Healthcare Operations: Members of the medical
staff may use information in your health record to
assess the care and outcomes in your case and
others like it. This information may be used in an
effort to continually improve the quality and
effectiveness of the healthcare and service we
provide.

Business Associates: There are some services
provided to our organization through contracts with
business associates. When these services are
contracted, we may need to disclose your health
information to our business associate/s so they can
perform the job we’ve hired them to do. HIPAA
now requires the business associate to protect your
health information just as we do. Therefore, this
practice requires the business associate, their
agents, subcontractors and representatives to sign a
“Business Associate Agreement” protecting and
securing your health information as required by
Federal and State law.

Notification: We may use or disclose information
to notify or assist in notifying a family member,
personal representative, or another person
responsible for your care, your location, and
general condition. (As governed by federal/state
law and the “Consent” page)

Communication with family: Our healthcare
professionals, using their best judgment, may
disclose to a family member, other relative, close
personal friend or any other person you identify,
health information relevant to that person’s
involvement in your care or payment related to
your care. as governed by federal/state law.

Research: We may disclose information to
researchers, when an institutional review board
having reviewed the research proposal and
established protocols to ensure the privacy of your
health information has approved their research.
This information will be de-identified.

Food and Drug Administration (FDA): We may
disclose to the FDA health information relative to
adverse events with respect to food, supplements,
product and product defects, or post marketing
surveillance information to enable product recalls,
repairs, or replacement.

Workers Compensation: We may disclose health
information to the extent authorized by and to the
extent necessary to comply with laws relating to
workers compensation or other similar programs
established by law.

Public health: As required by law we may disclose

health information to public health or legal authorities
charged with preventing or controlling disease,
injury, or disability.

Correctional institution: Should you be an inmate
of a correctional institution, we may disclose to the
institution or agents thereof health information
necessary for your health and the health and safety
of other individuals.

Law enforcement: We may use or disclose your
PHI as required by law or required by a court
ordered subpoena.

Abuse and Domestic Violence: As provided by
federal and state law, we may, at our professional
discretion, disclose to proper federal or state
authorities healthcare information related to
possible or known abuse or domestic violence.

Authorization: We will not use or disclose your
health information without written authorization
from you or your legal representative for:
psychotherapy notes, HIV+/AIDS status,
drug/alcohol abuse records, marketing purposes,
disclosures that constitute the sale of your PHI, or
other uses and disclosures not described in this
notice.



Information collected online: Our website uses
Google Analytics, a web analytics service provided
by Google, Inc. (“Google”). Google Analytics uses
“cookies”, which are text files placed on your
computer, to help the website analyze how users
use the site. The information generated by the
cookie about your use of the website (including
your IP address) will be transmitted to and stored
by Google on servers in the United States. Google
will use this information for the purpose of
evaluating your use of the website, compiling
reports on website activity for website operators
and providing other services relating to website
activity and internet usage. Google may also
transfer this information to third parties where
required to do so by law, or where such third
parties process the information on Google's behalf.
Google will not associate your IP address with any
other data held by Google. You may refuse the use
of cookies by selecting the appropriate settings on
your browser.

Our website uses Google Analytics including the
functions of Universal Analytics. Universal
Analytics allows the activities on our website to be
analyzed across devices (e.g., accessing it on a
laptop and later on a tablet). This happens by
assigning a pseudonym user ID to a user. Even
when Universal Analytics adds additional Google
Analytics functions, this does not mean that
protection of privacy is reduced. By using this
website, you consent to the processing of data
about you by Google.

To provide website visitors the ability to prevent
their data from being used by Google Analytics,
you are advised to make use of the Opt-Out
Browser Add-On supplied by Google, which can be
found by visiting the following web address:
https://tools.google.com/dIpage/gaoptout

To wunderstand better how Google manages
information collected, please review Google’s
privacy policy which you can find in the following
web address: https:/policies.google.com/privacy

Information collected at the office: If you have
concerns, questions, or to have a better
understanding on how we may use the information
you provide us at the time of your visit, please read
and review carefully the following sections in the
first page of this document:

Understanding your health record/information
Your Health Information Rights

Our Responsibilities, we are required to

To Report a Problem

Treatment, Payment and Health Operations
Business Associates

Notification

Communication with family

Research

Food and Drug Administration (FDA)
Workers Compensation

Public health

Correctional institution

Law enforcement

Abuse and Domestic Violence
Authorization

Marketing: We may use third-party advertising
companies to serve interest-based marketing. These
companies compile information from various
different sources to match user profiles with ads or
information we believe will be most relevant,
interesting and timely, based on that user profile.
We also market on social networks and with new
technology companies that may serve ads to you
based on your interests.

To Report a Concern

If you have questions, would like additional
information, wish to report a concern, or wish to
opt out or delete your data for marketing purposes
please contact the practice’s Privacy Officer at
(863) 386-0786.


https://policies.google.com/privacy
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